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Cyber – an overview



Prepared by Aon’s Cyber Solutions
Proprietary & Confidential 2

Global Risk Management Survey Risk Ranking



Prepared by Aon’s Cyber Solutions
Proprietary & Confidential 3

Aon’s 2019 Cyber Security Risk Report – What’s Now and What’s Next
8 Key Risk Areas

Embracing Digital 
Transformation Creates 
New and Unanticipated 

Risks

Supply chain security 
wake-up calls grow more 

insistent

IoT is everywhere, and it 
is creating more risks than 

organisations realize

Technology for operational 
efficiencies can lead to 

security deficiencies that 
disrupt organisations

Excess privileges and 
shadow IT increase 

employee risk

Vulnerabilities from deal 
targets increases as 

dramatically as M&A value

Managing the intersection 
of cyber security policy 

and enforcement

Directors and Officers 
face growing personal 
liability relative to cyber 

security oversight

Aon's 2019 Cyber Security Risk Report
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Threat Landscape of Mid-Market Organisations
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Cyberrisiko er et ledelsesansvar

Regulatoriske krav
Obligatorisk notifisering ved sikkhetsbrudd

Sivile søksmål
Kostnader for 
håndtering av 

hendelse

Cyber/Nettverk Sikkerhet & Personvern policy

Fall i aksjekurs Massesøksmål fra 
aksjonærer

Brudd på 
forvaltningsansvaret Derivative søksmål

D&O 
Polise

Sikkerhets-, 
og/eller brudd på 

personvern

Regulatorisk undersøkelse
Individuelle D&O mottar stevning
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The Take-Up of Cyber Insurance is on the Rise

Sources: Aon proprietary data; Aon Inpoint; 2017 “Global Cyber Risk Transfer Comparison Report,” Aon/Ponemon Institute; 2016 Cyber—The Fast Moving Target: 
Benchmarking views and attitudes by industry; Insurance Business America, PwC, The Betterley Report, Advisen, Allianz, Allied Market Research

2025

~$20 bn

2022

~$14 bn

2020

~$9 bn

2018

~$4.5 bn

2017

~$3.5 bn

UK 
& EU

RoW

~$200mn in GWP
GDPR spurring new privacy
laws beyond Europe

US

UK & EU

$3.7bn in GWP*
~20% growth
All 50 states 
regulated

~$600mn in GWP
~50% growth
GDPR now active

Cyber insurance 
projected to grow
from $4.5 bn at year-end 2018 

to $20 bn by 2025
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The Cyber Loop: Managing cyber risk requires a circular strategy

Source: Aon’s White Paper The Cyber Loop
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Seek Shield Solve
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CyQu Evaluation
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Next Step
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Desto flere skader, 
desto bedre blir 
dataen for 
forsikringsselskapene. 

Dekningen fortsetter å 
utvikle seg, og gir mer 
verdi for kundene

Kapasiteten fortsetter 
å vokse på kryss av
geografi.

Egenandeler er under 
vurder vurdering

Prisutvikling er 
konkurransedyktig men 
økende for visse 
industrier. 

 Kompleksiteten I 
sikkerhetsbrudd driver 
kostanden ved 
hendelseshåndtering 
hos den forsikrede. 

 Skader og taps 
informasjon har 
medført bredere tilbudt 
dekning, og sikrere 
aktuar beregninger. 

 Man ser et økt fokus 
fra  regulatoriske 
myndigheter, med 
høyere sanksjoner. 

 E&O skader er en av 
hovedårsaken til 
større tap hos 
forsikringsselskapene. 

 Forsikringsselskapene 
fortsetter å oppdatere
vilkårene sine for å 
møte behovet i 
markedet. 

 Dekningsomfang 
fortsetter å utvide seg. 

 Forsikringsselskapene 
differensierer seg med 
nye og bedre 
løsninger. 

 Sterkt fokus på bruk 
av forhånds avtalte
konsulenter

 Bredere dekning for 
systemfeil og betinget 
avbruddsløsning. 

 Over 75 
forsikringsselskaper 
tilbyr PI/Cyber 
kapasitet. 

 Kapasitet er 
tilgjengelig lokalt, bade 
primær og excess 
kapasitet. 

 Et økende antall 
forsikringsselskaper 
utvikler appetitt for 
store og komplekse 
risikoer. 

 Teoretisk er der over 8 
milliarder I kapasitet 
tilgjengelig I PI/Cyber 
markedet. 

 Egenandeler på alle 
nivåer er tilgjengelig I 
markedet, men kan 
variere stort basert på 
industri, størrelse og 
unik eksponering. 

 Ved å endre 
egenandelen kan må 
se bredere dekning 
og/eller fleksibilitet I 
prising. 

 Man ser en 
gjennomsnittlig rate 
nedgang, men 
betinger industri, 
skadehistorikk, og 
omfang av dekning. 

 Excess raten 
fortsetter å være 
konkurransedyktig 
med gode priser. 

 Noen kunder har fått 
betydelig bedre 
dekning ved å betale 
høyere premie. 

Prising

Markedssituasjon

Skade og Tap Dekning Kapasitet Egenandeler

Note: Dette er en generell sammenfatning og kan variere basert på kunde, industri og størrelse.
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Key Pillars of a Cyber Insurance Policy

 Pre-breach 
assessments

 Access to 
pre-vetted 
vendors

 Cybersecurity 
information

Prevention

 Forensic 
investigators

 Legal services

 Notification

 Credit 
Monitoring

 Call Center 
Services

 Crisis 
Management/Pu
blic Relations

Assistance

 Costs incurred 
to keep or return 
the business to 
operational

 Loss of revenue, 
income, 
turnover

 Costs incurred 
to 
recreate/restore 
data and 
information

Operations

 Legal costs and 
damages from 
claims alleging 
privacy breach 
or network 
security failure

Liability
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Market Standard Cyber Coverages Overview

Operational
Risk

 Network Business Interruption

 System Failure

 Dependent Business Interruption / System Failure

 Cyber Extortion

 Digital Asset Restoration

Privacy and
Network Security

Risk

 Privacy and Network Security Liability

 Privacy Regulatory Fines and Penalties

 Media Liability 

 PCI Fines and Penalties

 Breach Event Expenses
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Cyber Coverage in Relation to Other Lines of Insurance

Products 
Liability

Potential overlap with Business Interruption (“BI”), Dependent BI and Data Restoration coverage
FM Global Cyber solution – cutting back on capacity, AP

Malware / DDOS attacks do not constitute “physical perils” and do not damage “tangible 
property”

Zurich Insurance Co. v. Sony Corp. of America - ISO Exclusion – Access Or Disclosure of 
Confidential or Personal Information and Data-Related Liability 

AIG announces that they will affirmatively cover Cyber bodily injury subject to AP and additional 
underwriting

Social Engineering Losses – Cyber policies exclude loss of monies

Crime policies require intent – theft of money, securities or tangible property

Cyber extortion claims filed under K&R policies  Guaranteed Cost, though scramble for access to 
experienced vendors

As multi-year K&R policies expire, carriers are affirmatively excluding cyber

Remote hacking of Jeep resulted in Chrysler recalling 1.4M vehicles

Internet of Things (“IoT”) creates additional products exposure

Home Depot data breach-related derivative lawsuit – settlement required HD to adopt certain cyber-security 
related corporate governance reforms (and pay up to $1.125M in plaintiff’s attorneys’ fees)

Equifax follow-on D&O claims arising out of a network security breach

Silent 
CYBER

Casualty

Property

Crime

Kidnap & 
Ransom

Directors 
& Officers
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Contact List

Morten Landrø

Senior Broker

Broking

+47 92 22 33 55

morten.landro@aon.no

Connect: aon.com - Cyber Solutions


